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ABSTRACT

Introduction: the collective networks of linked objects and technologies that enable communications
between items and systems, including clouds, are referred to as Internet of Things (IoT). Recent decades of
technological developments have paved the way for society to continue becoming more digitally integrated.
Method: IoT has turned into a massive network of smart gadgets that communicate online and grown into a
new technological paradigm. The possibility that loT may involve storing of sensitive data online, security is
an essential component. Regrettably, the biggest obstacle to loT technology adoption is security. Therefore,
enhancing the security of loT devices is currently the top concern for industries and academics.

Results: a sizable corpus of research on the topic covers a number of problems and possible solutions. But
the majority of current research falls short of providing a thorough analysis of assaults within IoT.
Conclusion: the goal of this IoT investigation is to provide guiding information on dangers and assaults,
followed by a thorough review of defense mechanisms against important loT security attacks.

Keywords: lIoT; Challenges and Opportunities; lot Attacks; Vulnerabilities; Detection Methods.
RESUMEN

Introduccion: las redes colectivas de objetos y tecnologias vinculados que permiten las comunicaciones entre
elementos y sistemas, incluidas las nubes, se denominan Internet de las cosas (IoT). Las ultimas décadas de
desarrollos tecnologicos han allanado el camino para que la sociedad siga integrandose digitalmente.
Método: loT se ha convertido en una red masiva de dispositivos inteligentes que se comunican en linea y
ha crecido hasta convertirse en un nuevo paradigma tecnologico. Ante la posibilidad de que IoT implique el
almacenamiento de datos confidenciales en linea, la seguridad es un componente esencial. Lamentablemente,
el mayor obstaculo para la adopcion de la tecnologia loT es la seguridad. Por lo tanto, mejorar la seguridad
de los dispositivos loT es actualmente la principal preocupacion de las industrias y los académicos.
Resultados: un corpus considerable de investigaciones sobre el tema cubre una serie de problemas y posibles
soluciones. Pero la mayoria de las investigaciones actuales no llegan a proporcionar un analisis exhaustivo
de los ataques dentro de loT.

Conclusion: el objetivo de esta investigacion de loT es proporcionar informacion orientativa sobre peligros
y ataques, seguida de una revision exhaustiva de los mecanismos de defensa contra importantes ataques de
seguridad de loT.
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creativecommons.org/licenses/by/4.0) que permite el uso, distribucion y reproduccion en cualquier medio siempre que la obra original
sea correctamente citada


https://crossmark.crossref.org/dialog/?doi=10.56294/sctconf2024.1117
https://doi.org/10.56294/sctconf2024.1117
https://orcid.org/0009-0001-9633-726X
mailto:eswaripammi@yahoo.com?subject=
https://orcid.org/0000-0002-0696-7533
mailto:d.rajbalaji@gmail.com?subject=
https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://orcid.org/0000-0003-3007-920X
mailto:eswaripammi@yahoo.com?subject=

Salud, Ciencia y Tecnologia - Serie de Conferencias. 2024; 3:.1117 2

Palabras clave: |oT; Desafios y Oportunidades; Ataques loT; Vulnerabilidades; Métodos de Deteccion.

INTRODUCTION

loT is a collective term for networks of interconnected devices and technologies that allow items to
communicate with one other and with the cloud. Current reduced costs have resulted in processing by small
devices. For instance, light switches can have integrated RAM of less than 1MB added to enable phone service
accesses. The goal of equipping homes, workplaces, and organizations with IoT devices is that they can
automatically transfer data to and from the Internet—has given rise to an entire industry. IoT includes a variety
of sensing devices for real-time acquisitions of environmental data. loT encompasses graphical user interfaces,
software, and smart devices. Televisions, security cameras, and fitness equipment with computational capability
are examples of smart gadgets. They gather information from their surroundings and transfer that information
over the internet. Applications are groups of software and services that combine data from different loT devices
and analyze them for conclusions using artificial intelligence (Al) and ML technologies. Graphical user interfaces
can be used to manage a fleet of devices or loT devices. loT is compatible with several upcoming and enabling
technologies including Wireless Sensor Networks (WSNs) which are made up of sensors placed in sensing areas
to track changes such environmental monitoring.® loT has transformed internet’s functioning, increasing the
degree of interconnectedness between cyberspaces and humans (physical) systems. The term “internet of
things” was popularized by Kevin Ashton (1999) who used radio frequency identification (RFID) in supply chains.
@ |oT refers to objects or devices that can be liked to the internet by academicians, governmental and other
organizations in multiple applications. National Intelligence Council (NIC) of the United States projected that
anything from plants to food packages, cars, furniture, and more may have sensors installed. The tentative uses
of loT devices throughout time are shown in figure 1.
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Figure 1. Active Global Connections in Billions

Typical examples of loT applications include websites or mobile apps where smart gadgets are mabaged.
Moreover, even more widespread network configurations are being developed, in which every conceivable
device—mostly heterogeneous—connects with every other device to detect, collect, and analyze data of various
kinds, acting on the intelligence derived from profound understanding of the data. Most of these acts don’t
involve any human contact.® There are several methods for connecting automobiles, including autos, to the
internet. Infotainment systems, smart dashcams, or even the car’s linked gateway can do it. Data is gathered
from the wheels, fuel tanks, odometer, speedometer, brakes, and accelerator to track driver performance and
vehicle health. There are several applications for linked autos. (1) tracking rental car fleets for reducing costs
and enhancing fuel efficiencies; (2) tracking driving habits of users; (3) automatically informing friends and
family in the case of an accident; and (4) anticipating and averting vehicle repair requirements. Enhancing home
networking and increasing safety and efficiency are the key goals of smart home technology. Smart thermostats
and smart outlets, for example, offer more precise temperature management and power use monitoring. loT
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sensors might be used by hydroponic systems to manage gardens. Home automation applications for linked
devices include the following: (1) automatically shutting down inactive devices; (2) managing and maintaining
rental properties; (3) recovering missing objects, such as wallets or keys; and (4) automating everyday tasks
like dusting and making coffee. loT technology help to improve infrastructure maintenance and urban planning
efficiency. Governments are using loT applications to solve challenges in healthcare, radiations and air quality
measurements, and identifying necessary repairs for vital infrastructure like roads, bridges, and pipelines,
and revenue generation through improved parking management. Figure 2 illustrates loT applications in the
contemporary technological context.

loT has several benefits, but security and privacy are the most pressing challenges in its growth.® loT devices
must be linked to the Internet for fulfilling their functions. Attackers on the Internet can steal users’ sensitive
information in any illegal means, causing significant damages for users.® This implies that user information must
be kept safe and available only to legitimate users. Hence, this work aims to picturize attacks that can occur on
loT and provide information about needed security mechanisms. Following this introductory section, elements
of loT and its Architecture are detailed in section 2. Challenges faced by IoT Systems in implementations are
detailed in section 3 followed by discussion on threats and Attacks faced by IoT in section 4. Suggestions for
securing loT systems form section 5 and emerging Trends in loT Security Threats with Solutions are detailed in
section 6. This work concludes in section 7.

Elements of loT and Architecture

The positioning and setup of loT devices to satisfy the individual requirements and wants of users is
referred to as loT architecture. loT systems are split into purpose based layers where elements of 10T include
identifications, sensing, communications, services and semantics which are detailed below.

o lIdentifications: Every object in a network has a distinct identity thanks to identification. The two
phases in the identification process are naming and addressing. Naming is giving anything a name, while
addressing is giving it a specific address. Because two or more items always have separate addresses even
if they may have the same name, these two conceptions are very different from one another. Items in a
network can be named using a variety of techniques, including ubiquitous codes and electron products
codes (EPC).® Every object has a unique address assigned to it via IPv6. At first, IPv4 was used to allocate
addresses, but with so many loT devices, this approach was unable to meet the demand for addresses.
As a result, IPv6’s 128 bit number addressing technique is employed.

¢ Sensing: Sensing obtains information from surrounding objects which are transferred to the storage
media. Several sensing devices, such as wearable sensors, RFID tags, actuators, and smart sensors collect
required data.

e Communications: One of the main objectives of loT is communications by linking and allowing
communications between devices where files or messages are shared in communications. RFID @),
Bluetooth ®  Wi-Fi ©®, Near Field Communications (NFC) @9  and Long Term Evolutions (LTE) " offer
technological communication capabilities.

¢ Computations: Sensors are used to gather data from the objects, which is then used for
computations. It is employed to eliminate pointless and superfluous data. loT processes use hardware
and software platforms. Intel Galileo, Arduino, and Raspberry Pi are examples of hardware platforms;
operating systems are a major component of software systems for processing. Numerous operating
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systems are in use, including Android, Lite OS ?, Tiny OS 3, and others.

e Services: Four distinct services are offered by loT applications. The first service is connected to
identification. It is employed in the request to ascertain the transmitting objects’ identities. Subsequently,
data from multiple sources are aggregated and processed. Cooperative services are third and respond
to devices suitably by making decisions based on the information acquired. The last service, known as
ubiquitous service, reacts quickly to devices, regardless of the time or location.

e Semantics: loT has an obligation to assist people in completing their jobs where semantics are
crucial elements for 10T’s intelligence. Once all the data has been gathered, it decides how to react to
the devices in the most effective way.

The first architecture of loT consisted of three levels, but as it developed, it was unable to meet all of the
needs. Afterwards, a support layer for security was added to a four-layer design.® The growth of loT was
significantly aided by the four-layer design. Concerning security and storage in the four-layer design, there
were also certain problems. Five-layer architecture was suggested by researchers to protect loT./® Similar to
earlier systems, it encompasses perception, transport, and application layers. There are two additional levels
to it. The names “processing layer” and “business layer” relate to these recently proposed layers. The recently
proposed design is expected to be capable of addressing loT requirements. It also offers the ability to safeguard
loT apps. The following is an explanation of how these levels work.

e Perception layer: often referred to as a sensor layer. It functions similarly to the nose, ears, and
eyes of a human. It is in charge of recognizing objects and gathering data from them. To gather data,
a variety of sensors—such as 2-D barcodes and RFID—are affixed to items. The needs of the intended
applications are taken into consideration while selecting sensors. These sensors could gather information
on motion, vibration, location, air quality, and other pertinent subjects.(”

e Transport Layer/Network Layer: sends data to the processing procedures of the next layer.(”
Analog input must first be converted into digital representation via loT gateways. Subsequently, gateways
use data transfer protocols (DTPs) to move data.

e Network Layer: sometimes referred to as layers of transmission which link perceptions with
applicational layers. They transport and send data collected by sensors. Transmission medium come in
two flavors: wireless and wired. It also links network devices, smart objects, and networks. ("®

¢ Application Layer: Every application that makes use of or has made use of loT technology is defined
at the application layer which include smart homes/cities, healthcare, and animal monitors. Services
might vary depending on the application as they are dependent on sensor data. Among the several
application layer concerns, security is the most important. loT poses a variety of hazards and weaknesses,
both internal and external, when utilized to construct a smart home.

e Support Layer: The fourth layer was created with security in mind for loT design. Data is directed
straight to network layers increase chances of threats. Tri-layered architectural limitations lead to the
proposal of an additional layer. A support layer in a four-layer structure receives information from the
perception layer. Two tasks are under the purview of the support layer. It ensures that data is safe from
unauthorized access and transferred by authorized users. Verifying users and information may be done in
a few different ways. Authentication is the most often used technique. Passwords, keys, and pre-shared
secrets are used in its implementation. Information transmissions to network layers are also supporting
layers’ duties where data transmissions occur through cables and wireless methods. 2

e Business Layer: The intended behavior of an application is referenced by the business layer,
which functions as a system manager. Its responsibilities include managing and supervising the loT’s
profit, application, and commercial models. This layer also protects the privacy of the user. It also has
the capacity to control the generation, archiving, and modification of data. Attackers can exploit an
application without interfering with business logic due to this layer’s vulnerability. Application defects
resulting from insufficient or nonexistent security mechanisms account for most security concerns. The
following are typical problems with business layer security.?"

Global consensus on loT architecture is wanting. Scholars have put up a wide variety of architectures. While
some experts advocate for a four-layers in design as they believed that applicatios’ needs cannot be satisfied
by three layered architectures. loT five layers were suggested owing to issues with privacy and security. Figure
3 displays layered architectures of loT.

Numerous communication technologies are employed in loT applications, including 2G, 3G, 4G, ZigBee,
Bluetooth, RFID, and WSNs (described above). several connected devices, security threads, new standards, device
computational capabilities, and complex communication provide several obstacles for these communication
systems. @ Next generation networks, or 5G networks are rapidly becoming available through IoT to satisfy the
expectations of the smart environment and industry and solve these difficulties.? The factors that need to be
addressed in loT are discussed in the next section.
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Figure 3. loT’s layered architectures

Challenges in implementing loT Systems

Notwithstanding the widespread use of loT applications, There are still many barriers and restrictions WSNs
are important loT supporting technology, even when the architecture of loT limits their use. For more than
20 years, loT has been transforming several sectors by enabling people and businesses to remotely monitor,
analyze, and control objects. Globally, 10T applications are growing phenomenally resulting in enhanced
opportunities for manufacturers, developers, and users, but face different challenges.

e Addressing Schemes: An essential component of loT application operation and success is the ability
to uniquely identify things. Applications for loT must be able to remotely monitor and operate thousands
of devices while also classifying each one uniquely. The four most important characteristics of a unique
address are persistence, scalability, uniqueness, and dependability. For these smart devices to be able to
connect with one another and join the internet, they need a proper and distinct address. With just 4,3
billion addresses available, Internet Protocol Version 4 (IPv4), which uses 32-bit addresses, is almost out
of space. IPv6, the subsequent version, uses 128-bit addresses and has a massive address abundance of
3:4 1038, or 340 trillion trillion trillion.®

e Big Data: loT is a remarkable technology that utilizes vast amounts of data gathered and aggregated
through smart things. Techniques to turn this data into knowledge that can be used will need to be
developed. Data is predicted to double in size every two years and reach 44 Zettabytes soon.? Figure 4
depicts significant hurdles in loT i.e. “5V” (Value, Velocity, Volume, Variety, and Veracity).

Big Data

Figure 4. The “5V “ Challenges
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e Velocity: relates to rates at which information are accumalated, transmitted and processed.

e Variety: refers to endpoint data colleted by smartphones, machines, sensors, etc. These
unstructured data, vary in their formats including plain texts, CSVs, XMLs, audios, and videos.

e Veracity: implies ensuring the accuracy of the data collected and preserved.

e Volume: is the volume of all data kinds that are gathered, saved, retrieved, and updated from
various sources. The volume of data generated by IoT is growing dramatically.

e Value: The next stage is to extract value from the vast amounts of precisely collected data.
Consequently, developing novel methods that enable informed decision-making within the required time
frame—such as feature extraction and trend analysis using Al—becomes more challenging.

Currently, multiple management solutions are available for analyzing and managing big data. The study in ¢
focussed on loT device data from smart buildings. The framework offers new methods for storing and analyzing
fast data produced by sensors. The technology enhanced user experience by demonstrating voluminous data
without human intervention. loT based smart meters for gas and water were presented in @. The utility and
consumers receive information from the intelligent model for a substantial volume of data.

e Energy Consumption: IoT generates billions of internet-connected objects and networks. Energy
is as a vital resource in loT. This means that using energy-intensive protocols like HTTP, TCP, and others
to transmit unnecessary data and protocol overheads is not a wise use of resources. Therefore, creating
intelligent routing mechanisms and energy-efficient network architectures in IoT networks remains a
significant problem.

¢ Devices/Links Heterogeneity: The diversity of devices and links is a key component of loT concept,
since it will operate on various sets of protocol suites, data formats, etc. The majority of sensors in WSNs
are homogenous, meaning they share the same power, communication, and computational capabilities
for delivering various services, loT uses a wide range of networks, connections, and device connectivity.
Because of this, the diverse character of links and objects is essential to the connectivity of loT devices,
posing a special difficulty that must be overcome. Therefore, one may wonder if it is feasible to have a
single architectural model that can be used to support such a large variety of gadgets and applications.

e Transmission Media (TM): The physical route known as TM is what creates the connection and moves
the data from the source to the recipient. loT networks employ a variety of technologies, including RFID,
Bluetooth, Zigbee, LoraWAN, Sigfox, and others, to send and receive data. IoT is not exempt from the
standard issues with transmission medium, such as high error rate, bandwidth, fading, inference, etc.
Specialized energy, network gear, and bandwidth that is compatible with each communication channel
are needed. Hence, in loT applications, improving the TM is a problem to maintain and extend the
lifetime of networks.

e Quality of Service (QoS): In numerous applications, data need to be transmitted within specific time
frames to destinations where services, packet losses, delay managements, and bandwidths contribute
towards QoS in networks. Thus, for the purposes of implementation, optimization, and administration,
quality of service requires study and stability.

e Massive Scaling: There may be tens of billions or perhaps more sensor nodes in use around the
planet. One significant difficulty that affects routing methods is massive scale. Scalability is the growing
number of networks and devices with the introduction of IoT. For these enormous numbers of sensor
nodes, any routing method must be appropriate and sufficiently scalable.@®

Cyber risks have always been a possibility for IoT devices. Numerous instances exist where loT devices are
hijacked or merged into botnets (like the notorious Mirai botnet) to get access to or exploit other parts of a
network. Subsequent sections address threats and attacks against IoT systems, followed by possible defense
strategies.

Threats and Attacks on loT

Several research works have examined and classified risks and attacks on IoT. Surveys on a range of ubiquitous
technologies have been provided for analyzing attacks and risks.?® The majority of embedded systems are
computationally incapable of efficiently implementing complex security rules and encryption methods ¢?. The
following list of loT vulnerabilities ¢ is provided:

e Inadequate Physical Security: The majority of loT devices function autonomously in unmonitored
settings. These devices are easy physically accessible to adversaries, who can then seize control. Due to
this, attackers may compromise control or cyber data, reveal cryptographic algorithms, damage physical
devices, or make duplicate firmware;

¢ Insufficient Energy Harvesting: Energy limitations of loT devices are contraints where overloading
devices with legitimate or tampered signals, an attacker can deplete stored energy and prevent legitimate
use;

¢ Insufficient Authentications: It is challenging to implement sophisticated authentication techniques
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due to the energy and computing limitations of loT paradigm. Attackers may utilize weak authentications
to establish malicious fake nodes, jeopardize data integrity, and obtain access to loT devices and
network connections. Authentication keys that have been transferred or used are always susceptible
to corruption, loss, or destruction. Insecure key storage and transfer reduces the effectiveness of
sophisticated authentication schemes;

¢ Inadequate Encryptions: In IoT domains, data protection is crucial, particularly for key cyber-
physical systems (CPS) including building automation, industrial facilities, and electrical utilities.
Encryption ensures that data is transferred and kept securely and that only authorized people may access
and use it. Algorithms are the foundation of cryptographic systems, but constraints on loT resources
impact their effectiveness, durability, and efficiency. A potential attacker could be able to circumvent
encryption with little difficulty in order to obtain private data or alter actions;

e Unnecessary Open Ports: A lot of loT devices have open ports that aren’t necessary for them to
function, which exposes susceptible services. This makes it possible for bad actors to connect and take
advantage of several weaknesses.

e Inadequate Access Controls: Proper credential management is necessary for secure loT devices and
data. Complicated passwords are often absent from loT devices and their cloud management systems.
After installation, a lot of devices don’t ask users to modify the default password. Most clients have
extensive authorization. As a result, the device’s integrity and data security may be jeopardized by an
attacker gaining unauthorized access;

¢ Inadequate Patch Managements: It’s critical to routinely patch embedded firmware and software,
as well as loT operating systems. This technique increases functionality while lowering vulnerabilities.
According to several reports, manufacturers frequently neglect to install automatic patch updates or
deploy security changes. Because there are no integrity guarantees in place, existing update systems are
open to both malicious alterations and widespread use;

e Weak Programming Practices: Stdies have analyzed vulnerabilities of firmware upgrades in spite
of strict development standards and security measures where usages of root users as primary access
points, and absences of SSLs are few of these risks. Therefore, by exploiting well-known security flaws,
an attacker can carry out buffer overflows, modify data, or obtain device access.

Inadequate Audit Mechanisms: Many loT devices lack thorough logging protocols, which allows
harmful activities to remain hidden from loT sources;

Attacks are the process of locating and categorizing security flaws in the context of loT according to how
they can be exploited. The category is divided into three main subcategories, each of which offers thorough
justifications and examinations of attacks aimed at data integrity, availability, and secrecy and authentication.
Usually, attackers damage the equipment, implant malware on it, or get access to the data of other businesses.
Considering that insufficient security measures are built into loT devices. They therefore represent one of the
weakest points in an organization and present a serious security risk.®? Basic loT devices frequently lack the
integrated security solution needed to fend against cyberattacks. Since the majority of loT devices are meant
to carry out basic tasks, their uses and applications are restricted. Because of this, people regularly disregard
their security posture, leaving them vulnerable to cyberattacks. Hackers or groups may use zero-day exploits
and common vulnerabilities to get access to loT devices and use them in a variety of ways to conduct extensive
cyberattacks.®¥ Some of the various ways that loT systems are targeted differ from traditional IT (Information
Technology) threats in that they include:

e Resources: The processing speeds and resources of loT devices are often low. They might therefore
be more open to attacks than IT because they lack security mechanisms that guard against them;

¢ Device Diversities: The form factor, operating system, and network connection of different types
of loT devices vary greatly. Therefore, standardized security protocols are more complex, increasing the
vulnerability of particular devices to assaults;

e Physical Impact: Cyberattack on IoT might are dangerous as loT devices in infrastructures or life-
sustaining systemss like healthcare equipments, On the other hand, the majority of IT assaults seek to
compromise services or pilfer data; Legacy Devices: IoT devices typically last longer. As a result, a lot of
outdated electronics will be linked and in use. Older devices are more susceptible to hacks and attacks
because they are unable to receive security patches or software updates.

e Weak/Default Passwords: Attackers can compromise and breach sensitive or confidential
data exchanges between devices and servers by taking advantage of vulnerabilities in loT device
communication protocols and services, which are made possible by insecure network services. The
inability to modify default logins and passwords, weak or default passwords, implementations of stricter
password requirements, and absence of reliable password recovery mechanism are some additional
vulnerabilities. For instance, man-in-the-middle (MitM) attacks aim at systems’ weaknesses in their
endpoint authentications and execute complex attacks.
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¢ Insecure Ecosystem Interfaces: Insecure portions of the ecosystem are those parts of the internet,
backend API, cloud, or mobile interface that make it possible for the device or its linked parts to
be compromised. For instance, inadequate encryption, insufficient input and output filtering, and a
deficiency in authorization or authentication.

e Absence of Secure Update Mechanism: Device updates cannot be made safely. This comprises
procedures for preventing rollbacks, unencrypted data transfers, unsafe delivery, firmware certification
for individual devices, and notifications of security modifications brought about by updates.

e Usages of harmful or outdated components: Using software or libraries that are too outdated or risky
could expose the device to security holes. This entails using hardware or software from a contaminated
supply chain and inadvertently switching system platforms. Insecure or out-of-date software dependencies
could pose a threat to the security of the Internet of Things ecosystem. Manufacturers who use open-
source components to make their loT devices have to negotiate a complex and challenging supply chain.
These parts may inherit known weaknesses to attackers, creating a risk that might be exploited.

¢ Inadequate Privacy Protection: Personal information about users that is accidentally, wrongly, or
illegally used and kept on devices or within ecosystems and may include medical information, energy
consumption, and driving patterns. Inadequate safeguards will compromise privacy, and if the right steps
are not taken, there can be legal consequences.

e Insecure Data Transfer and Storage: Wherever in the ecosystem that sensitive data is stored,
transferred, or processed, there is no encryption or access control in place. Data utlizations in automated
controls and decision making processes makes it crucial for reliability and integrity of loT applications.
It would be detrimental if there were any unauthorized usage or access.

¢ Device management: Device managements (i.e., assets, updates, secure decommissions, system
monitors and responses) lack in managing security. If an unauthorized device is exposed to loT environment,
it can monitor activity, access company networks, and intercept data.

e Inadequate Privacy Protection: User personal data that is inadvertently, improperly, or unlawfully
utilized and stored on the device or in the ecosystem. Insufficient security measures will jeopardize
privacy, and failure to take appropriate action may result in legal ramifications.

e Insecure Data Transfer and Storage: Wherever in the ecosystem that sensitive data is stored,
transferred, or processed, there is no encryption or access control in place. Given that data are:

e Insecure Default Settings: These are either preconfigured devices or systems with risky default
settings, or they are unable to increase system security by limiting user setting modification. Once
these settings are identified, attackers can concentrate on firmware vulnerabilities, hardcoded default
passwords, and concealed backdoors within the device. It is difficult for the user to adjust various
parameters simultaneously.

Of all these vulnerabilities, weak or default passwords are among the most often discovered ones in loT
devices. Users hardly ever update weak passwords that are susceptible to Brute Force attacks or change
their passwords to easily access the device. Once the device is accessible, the attackers proceed with more
infections for achieving their goals.®%

Suggestions for securing loT systems

loT threats and attacks provide new challenges that require specific security solutions for completely
protecting against these risks. > loT devices typically have a little power supply, thus in order to send and receive
data, they must make use of what little power they have. Because adding security protocols, authentication,
or encryption could significantly increase the power consumption of simple transfers, loT devices are unable to
do so. This work suggests a few slotions for overcoming threats and attacks enforcing security in loT systems.

e Addressing Schemes: loT heterogeneity was addressed by a team of academics who created a
lightweight addressing technique. The nodes addressing in this approach is implemented by multi encoding
and virtual domain. The suggested plan demonstrates a workable and appropriate IPv6 over 6LowPAN
connection between WSNs and the internet. The implementation of automated identification for loT
nodes was achieved through the use of a distributed address allocation mechanism in the identification
and addressing system for loT devices. An addressing method that combines the AODV routing protocol and
the cluster-tree algorithm is also presented in this study. It implements the nodes addressing technique
in loT networks both locally and widely. In light of this, developing a consistent addressing system for loT
is a hot topic and a significant task.

e Big Data issues: Velocity: pertains to the speed at which data is acquired, sent, and analyzed. The
pace at which applications process data varies. While some applications—like analytics programs—need
real-time processing, other applications—like data arrival—may be able to handle it rapidly. Variety:
describes the wide range of data types that endpoints—such as computers, sensors, smartphones, and
other devices—gather. The data content is unstructured and is available in multiple formats, such as
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audio, video, CSV, XML, and plain text. It is necessary to organize and process the variety of data in a
meaningful and consistent manner.

e Energy Consumptions: Energy consumption is the most crucial aspect to take into account if loT is to
have a sustainable impact. Typically, millions of nodes for a given application cannot have their batteries
changed when they run out and the nodes require a new battery. loT must therefore function essentially
as a disposable system, with nodes lasting for as long as is reasonably possible before being thrown away.
A unique scheduling technique for nodes positioned between two or more sensing fields was provided by
the study by ©®. For border nodes with high energy consumption and diverse sleep and listen patterns,
the S-MAC protocol was created. These nodes often reach the listening state due to their heterogeneous
scheduling. The goal of the effort was to lower border node energy consumption, which lengthened WSN
lifespan. Sensing fields were separated into groups by the developers of ¢7, who then assigned message
brokers to groups for gathering data from sensors and transmitting them. The suggested approach worked
well in terms of energy usages and service responses. A heterogeneous dual processor with a fast coreH
and an ultra-low power near threshold corelL is suggested by work published in ©8),

o Devices/Links Heterogeneity: ®° provided an SDN-Docker-based architecture for network and
device heterogeneity. The suggested research provided an example of the architecture and connection
amongst loT devices constructed on an SDN-based network. The DIAT scheme offers a simple, scalable
distributed architecture for large-scale loT networks. It is especially made to get past incompatibilities
with devices and installations.“"

e Transmission Media (TM): According to the study that was published in #V] the authors examined
and assessed the range and coverages of LoRaWAN and Sigfox across large areas. Interferences were
observed at a frequency of 868 MHz in Europe. The study found that fewer than 1 % of up-link and down-
link failure rates were provided by both techniques. It is also shown that indoor coverage has increased
by up to 99 %. Backscatter antennas were used by the authors of a different study “V to develop full-
duplex wireless IT for reducing energy consumptions and latencies where interference from pre-existing
links were reduced. Moreover, simultaneous information flows in forward and backward directions were
allowed.

e Quality of Service (QoS): The authors of reference “? offer a general framework that makes it
possible to build multi-component loT cloud infrastructures in a way that considers quality of service.
The model that was recommended demonstrated suitable operational and systemic features for fog
facilities. The study in “¥ introduced a hybrid push-pull traffic strategy for loT data transport. Comparing
the suggested technique to normal IPv6, it demonstrated negligible packet loss and lowered network
load and performance by 50 %. The authors of “% proposed a novel method of integrating named data
networks with pub/sub systems. This method produced scalable Internet of Things cloud services. The
authors of another study “ have improved the scalability of an effective loT cloud connection that
facilitates resource provisioning and dynamic management. According to their reported results, network
support for both regulated and uncontrolled devices could be ensured via the MQTT and CoAP protocols.

e 5G and 4G Technologies enabled loT: Fourth generation (4G) technology has been widely used
in loT and has been continuously improving to satisfy the needs of future networks.“ We are getting
closer to fifth generation (5G) technology with current research. Every technology sees the introduction
of new features and the resolution of bugs. All users can simultaneously stream high-quality audio and
video at up to 1 Gbps bandwidth speed thanks to long-term evolution (4G) technology. In the next
two years, 5G, the next generation of mobile internet networks, should be operational. Although it is
a development of 4G LTE, it offers consistent connectivity for smartphones and other devices, is ten
times faster, has higher data rates, is more secure, has less latency, and lasts longer on batteries.“” It
should be able to manage over 1000 times the amount of mobile data that the present cellular networks
can handle. These features will probably make next-generation networks and solutions perfect for loT
applications. This outcome shows how loT technologies will be supported by the 5G platform to meet
application and market expectations. Moreover, it will be the solution for non-orthogonal waveforms,
machine-to-machine (M2M) communications, big MIMO systems, non-orthogonal multiple access, etc. in
loT applications. Ill.

e Device Security: Devices with firmware and hardware protections at the perception layer are
the first to be affected. Protecting actual loT endpoints against malware and hijacks is part of it. Use
cryptographic keys for accurate authentication, protect your devices with hardened exteriors, prevent
unauthorized code from running on linked devices, and address firmware update and security patch
issues to keep your devices safe.®®

e Connection Security: Encryption is commonly used to safeguard data transfers over networks. The
transport layer security (TLS) protocol is the basis for loT connection security. End-to-end encryption
prevents unauthorized users from obtaining and exploiting data.“®
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e Cloud Security: Since encryption lessens the likelihood that private information would be made
public due to data breaches, it is a crucial part of cloud security. Strict permission constraints and
authentication procedures need to be implemented to limit access to loT apps. Devices must first get
authorization to stop rogue devices from connecting to the cloud or an loT system. Moreover, it is
almost a given that additional flaws in device firmware will be found as new technologies and methods
of exploiting them develop over time. In the absence of new information, these vulnerabilities might
develop over the course of the device’s life. Manufacturers are usually unable to offer direct device
access or on-site updates due to the large dispersion of loT devices. During remote firmware changes,
the device may use a lot of power if there is not enough data throughput. A formula for catastrophe
arises when you consider that loT devices may depend on the network infrastructure (such as WiFi) of
end users. The gadget is more susceptible to cyberattacks as it may be used to access other networked
devices and applications.

e Low-power Connectivity: Llw-power communication technologies incorporate new security
techniques SIM cards are utilized by cellular networks for device authentication, and security mechanisms
like IMEI locks guarantee that a certain SIM card may only be utilized by the assigned device. Additionally,
when needed, low-power remote firmware upgrades are supported using cellular networks. Finally,
businesses like Emnify can assist in bridging security gaps with their virtual private network (VPN)
capabilities and enhanced control over the communications of your devices.

e Creation of Secure loT devices: To guarantee the security of loT devices, we integrate many
security layers at every stage of the product development process. Secure by design is the approach we
have been employing to protect things from the ground up. Integrated security design and VAPT testing
incorporation into product development lifecycles assists clients in deploying safe items in public spaces
that aid in shielding goods from risks associated with loT security.

¢ Data security solutions: By encrypting and securely safeguarding data to prevent unauthorized
access, these solutions can aid in data protection.

e Data Loss Prevention (DLP): By detecting and preventing unauthorized access, copying, and
transmission, DLP systems can aid in the prevention of data loss.

¢ Data governance solutions: By guaranteeing that data is only accessible by authorized individuals,
kept in a safe location, and shielded from unauthorized alterations, these solutions can assist enterprises
in managing their data securely.

Emerging Trends in loT Security Threats with Solutions

Amazing breakthroughs have been made possible by loT, which has connected systems and objects in
previously unthinkable ways. But this interconnectedness also presents fresh, dynamic security risks. It’s
critical to comprehend the most recent developments in loT security dangers if you want to remain ahead of
the competition.

e Ransomware Attacks on loT Devices: A growing number of ransomware attacks target loT devices
by encrypting their firmware and requesting a fee to unlock the keys. Critical loT systems, such medical
equipment or industrial controls, could be affected by a successful attack.

= Mitigation: To reduce the harm caused by ransomware attacks, upgrade firmware frequently,
use strong authentication, and set up backup systems.

e Edge-Based Attacks: As loT devices becoming more potent, hackers are concentrating on taking
advantage of weaknesses at the network edge. Edge devices, such as sensors and gateways, could serve
as ports of entry for hackers.

= Mitigation: Use security tools such as intrusion detection.

e Al-Enhanced Attacks: Cybercriminals are leveraging ML and artificial intelligence to identify
weaknesses and create more advanced attack plans. Al-driven attacks are more difficult to identify and
stop because of their quick evolution and adaptation.

= Mitigation: To proactively detect and address changing threats, integrate Al and ML into your
security strategy.

e Supply Chain Attacks: loT devices are compromised by focusing on the supply chain. Users could be
seriously at danger from viruses or backdoors on compromised devices.

= Mitigation strategies include putting in place device integrity checks, carefully screening
vendors, and building a strong supply chain security architecture.

e 5G Vulnerabilities: As 5G networks are implemented, more devices will be able to connect quickly
and with low latency, creating new attack surfaces. Faster connectivity could result in more serious data
breaches and quicker IoT vulnerability exploitation.

= Mitigation: Put in place security features unique to 5G networks, like secure authentication
and network slicing.
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¢ |oT device Vulnerabilities in the Ecosystem: loT devices frequently depend on a complicated web
of interconnected parts and outside services, which might lead to weak points. weaknesses in every area
of the ecology.

= Mitigation: Make sure third-party services follow security best practices, update all
components on a regular basis, and conduct security assessments.

e Quantum Computing Threats: Data from loT devices may be exposed if quantum computing manages
to crack existing encryption systems. If encryption is cracked by quantum computers, then sensitive data
might be compromised.

= Mitigation: Research encryption techniques that are resistant to quantum occurrences and
be ready to switch to them when needed.

CONCLUSION

loT technology has advanced significantly for a variety of applications that make use of several enabling and
emergent technologies. loT merely uses the most recent advancements in processing power and communication
infrastructure to integrate and link a huge number of gadgets. Increasing loT applications aims to connect many
smart gadgets, technologies, and apps to improve people’s quality of life. This technology is quickly finding
its way into everyday life. In general, loT enables the automation of anything in the surrounding area. loT
systems have a variety of security challenges, for which many designs have been proposed. The concern over
security is growing as the number of 10T devices rises. A large number of these devices are vulnerable by default
and lack fundamental security features like authentication and encryption. Attackers might therefore be able
to jeopardize the security of the devices and information gathered. To increase the security of Internet of
Things devices, many actions can be implemented. These include using security features like as encryption and
authentication, ensuring that devices are properly updated and set, and keeping a look out for suspicious activity
on devices. Majority of 10T risks are common with low-risks while certain high-impact attacks have the potential
to do significant harm. One significant concern is that hackers could be able to access private information kept
on Internet of Things devices. Personal data like names, passwords, and addresses; financial data like credit
card and bank account numbers; and even highly classified military data like troop movements and tactical
plans could fall under this category. Keeping Up with loT Security Scene The environment of loT security is
always changing, so it’s critical to keep up with new threats. To protect the integrity and safety of their loT
ecosystems, both individuals and organizations need to be on the lookout for new threats, implement cutting-
edge security measures, and adjust to the constantly shifting environment. We need to keep improving our
defenses against new security risks as loT technology does. The features and restrictions of the communication
technologies have been shown. This paper provided an overview of the theory underlying this idea and its
applications. The layered structures of the Internet of Things have been the subject of numerous studies, and
we have also covered security attacks that exploit these architectures to compromise the functionality of
the technology. The literature on loT security has been reviewed, and recommendations have been made. In
addition, a number of open security issues related to loT technologies have also been covered. The problems
and difficulties must be resolved, and security measures must be put in place right away.
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