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ABSTRACT

Introduction: the pervasiveness of cyberbullying among school children has been a significant issue since the 
onset of the COVID-19 pandemic. 
Objective: the aim of this Systematic Literature Review (SLR) was to examine and summarize the causes of 
cyberbullying perpetration among students in the Asian region. This review aims to provide comprehensive 
and well-structured insights for scholars interested in studying the occurrence of cyberbullying. 
Method: relevant articles and studies were sourced from the Scopus, Science Direct, and Education Resources 
Information Center (ERIC) databases. After applying quality approval according to the PRISMA 2020 protocol, 
21 articles were identified for inclusion in the SLR. 
Results: the thematic analysis of the data revealed four emerging themes: individual factors, family 
engagement, peer affiliation, and school climate. These four themes were divided into 14 sub-themes. 
The findings from this SLR indicate that the factors contributing to cyberbullying perpetration are varied 
and unique to the local population. Understanding the causes of bullying is crucial for developing effective 
intervention programs. 
Conclusion: this review will provide valuable insights into how stakeholders can effectively address and 
mitigate cyberbullying behavior among students.
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RESUMEN

Introducción: la omnipresencia del ciberacoso entre los niños en edad escolar ha sido un problema significativo 
desde el inicio de la pandemia de COVID-19. 
Objetivo: el objetivo de esta Revisión Sistemática de la Literatura (SLR) fue examinar y resumir las causas de 
la perpetración del ciberacoso entre los estudiantes en la región asiática. Esta revisión tiene como propósito 
proporcionar conocimientos completos y bien estructurados para los académicos interesados en estudiar la 
ocurrencia del ciberacoso. 
Método: Los artículos y estudios relevantes fueron obtenidos de las bases de datos Scopus, Science Direct 
y Education Resources Information Center (ERIC). Después de aplicar la aprobación de calidad según el 
protocolo PRISMA 2020, se identificaron 21 artículos para su inclusión en la SLR. 
Resultados: el análisis temático de los datos reveló cuatro temas emergentes: factores individuales, 
participación familiar, afiliación con pares y clima escolar. Estos cuatro temas se dividieron en 14 subtemas.
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Los hallazgos de esta SLR indican que los factores que contribuyen a la perpetración del ciberacoso son 
variados y específicos de la población local. Comprender las causas del acoso es fundamental para desarrollar 
programas de intervención efectivos. 
Conclusiones: esta revisión proporcionará valiosos conocimientos sobre cómo las partes interesadas pueden 
abordar y mitigar de manera efectiva el comportamiento de ciberacoso entre los estudiantes.

Palabras clave: Acoso Escolar; Ciberacoso; Niños En Edad Escolar; Estudiantes; Revisión Sistemática.

INTRODUCTION
Bullying among school children involves repeated harm or threats—physical, verbal, or psychological—by 

peers within or around schools.(1,2) Cyberbullying, in contrast, occurs via electronic devices, primarily online, 
through email, texts, or social media.(3,4,5) Unlike traditional bullying, it extends beyond school, making 
prevention more difficult. Perpetrators often act with peer support, sometimes anonymously.(1) Cyberbullying 
intentions is to harm victims, seek revenge, or gain social status.(2,6) It includes defamation, humiliation, hate 
speech, and stalking.(6) Many engage in it to assert dominance in the virtual world. As cyberbullying remains 
widespread, understanding its persistence is crucial. Though eliminating it is difficult, ongoing research and 
preventive measures are essential to reducing cases and mitigating potential violence. 

Currently, there is a lack of comprehensive reviews of research on the causes of cyberbullying among 
schoolchildren in Asia. Through a Systematic Literature Review (SLR), the authors aim to make sense of 
large bodies of information by identifying effective and ineffective approaches.(7) By identifying and critically 
evaluating the available evidence, an SLR can provide an up-to-date overview of the state of the field and guide 
future research. This is primarily achieved by identifying, appraising, and synthesizing all relevant studies to 
answer specific research questions.

The SLR proposed in this study focuses on the research evidence review analysis of past studies to answer 
the following research question: What causes for cyberbullying incident to occur among school children (6 to 
17 years old) based on studies from 2022 to 2024 in Asian regions? The current study addresses a gap in the 
literature by examining the causes of cyberbullying incidents and providing further insights into this form of 
bullying. This SLR will enable scholars and academics to identify relevant factors and processes related to 
cyberbullying, as well as to highlight best practices and preventive measures for future research. By focusing 
on school students in Asian countries, researchers can compare whether specific causes of cyberbullying are 
unique to the Asian context in contrast to other regions.

METHOD
Review protocol-PRISMA 2020

The SLR study was guided by the Preferred Reporting Items for Systematic Reviews and Meta-Analyses 
(PRISMA) 2020 review protocol with aims to assist systematic reviewers in clearly documenting the rationale 
behind conducting the review, the methods employed by the authors, and the outcomes they discovered and 
incorporates reporting guidance that encompasses advancements in techniques for identifying, selecting, 
evaluating, and combining studies where changes have been made to the structure and presentation of the 
items to make implementation easier.(8) Guided by PRISMA 2020, the SLR process began with formulating the 
research questions by applying the PICo method. 

Next, the strategy for documented searching was steered according to three systematic phases: identification, 
screening, and eligibility. A quality appraisal process was necessary for this SLR and was conducted based on 
the revised criteria outlined by Hong et al.(9) The quality of each selected article was evaluated before it was 
included in the review. The final step involved a comprehensive process that included data extraction and 
analysis. The primary research question guided the data extraction process, while qualitative data synthesis, 
known as thematic synthesis, was used to analyze the extracted data. When relevant, the authors incorporated 
the recommendations outlined in the review and explored alternatives to ensure that the review protocol 
aligned with its objectives.

Formulations of research question
In this study, the research questions are designed to guide the SLR. The questions were developed using the 

mnemonic PICo, which stands for ‘P’ (Problem or Population), ‘I’ (Interest), and ‘Co’ (Context) (10). PICo is 
a helpful tool that assists authors in formulating appropriate research questions for their review. This review 
focuses on three primary elements: school children (Population), cyberbullying (Interest), and factors/causes 
(Context). These concepts allowed the authors to derive the main research question for the study: What are 
the causes of cyberbullying incidents among school children?
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Systematic searching strategies
The systematic searching strategies for this review are based on three phases: identification, screening, and 

eligibility.(11) These phases were implemented to ensure a rigorous investigation (see Figure 1) that effectively 
addresses the review’s objectives. Additionally, this approach enables the authors to thoroughly locate and 
synthesize relevant studies in a well-organized and transparent SLR.

Identification
Identification is the first phase of systematic search strategies, involving the selection of keywords that will 

be used in the search process. Based on the formulated research question, the search was conducted using 
these three main keywords: cyberbullying, school, and children. The basic functions of Boolean operator OR 
or AND or AND NOT and field code, phrase searching, wildcards, and truncation were used whenever possible. 

The SLR was conducted using three primary indexing databases within the scientific community: Scopus, 
Science Direct, and the Education Resources Information Center (ERIC). Each article retrieved from these 
databases underwent thorough examination beyond just its title and abstract, aiming to identify the most 
relevant articles that align with the objectives of this SLR. This search process yielded a total of 2,589 potential 
articles from the selected databases.

Table 1. Search string used in the selected database

Database String

Scopus TITLE-ABS(cyberbully* AND school* AND NOT universit* AND NOT college* AND NOT infant*)

Science Direct (“cyberbully” OR “cyberbullying”) AND “school” AND NOT “university” AND NOT “college” AND NOT “infant” 

ERIC abstract: “cyberbullying” AND abstract:”school” -university -college -kindergarten

Table 2. Inclusion and exclusion criteria

 Criterion Inclusion Exclusion

Timeline 2022-2025 2021 and earlier

Document types Articles (with empirical data) Review article, book chapter, book, proceeding of 
conference etc.

Language English Non-English

Subject area Education, social sciences, psychology, nursing, 
environmental science, health professions, arts 
and humanities

Medical, neuroscience, economics, computer science, 
business, management, accounting, biological 
sciences, biochemistry, engineering

Region Asian countries only Non-Asian countries

Screening
The screening phase or the second process, aims to find relevant articles for the SLR by applying specific 

criteria to distinguish suitable articles from unfitting ones. For this review, we focused on articles published 
between 2022 and 2025, guided by the concept  of ‘research field maturity’.(12) Additionally, it was essential 
that the selected articles be empirical research papers, as they provide primary data and concentrate on 
the school environment and student behavior. Consequently, the chosen articles span various subject areas, 
including education, social sciences, psychology, nursing, environmental science, health professions, and arts 
and humanities. To enhance clarity and efficiency, we also restricted our selection to articles published in 
English.(13) Initially, we eliminated 2,433 articles that did not meet our specified criteria, leaving us with 156 
articles for duplication checks. After identifying and removing 14 duplicate records, we reduced the number of 
potential articles to 142 for the subsequent stage of the selection process.

Eligibility
The eligibility stage was the third step in the systematic search strategy. During this stage, the 142 selected 

articles were re-evaluated to assess their adherence to the established selection criteria. The authors manually 
reviewed the remaining papers, focusing on the title, abstract, or the entire text to determine if they met the 
inclusion criteria. In the title screening phase, 28 articles were removed. During the abstract screening phase, 
an additional 47 articles were discarded. After reviewing the content of the remaining articles, 46 more were 
excluded. In total, 121 articles were excluded during this eligibility stage for various reasons: they did not focus 
on cyberbullying incidents, addressed different groups (such as teachers, counselors, or college students), had 
research designs unrelated to the causes of cyberbullying among school children, or were conducted outside of 
Asian regions. As a result, 21 articles were eventually selected for the systematic literature review (figure 1).
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Quality Appraisal
The quality appraisal stage is a crucial component of the systematic review process, involving a thorough 

examination and evaluation of the methodologies and analyses used in the 21 selected studies. To accomplish 
this, we utilized the Mixed-Method Appraisal Tool (MMAT), developed by Hong et al.(9) The evaluation process 
focused on five key criteria, specifically tailored to align with each research design. To ensure a meticulous 
review, two co-authors collaborated closely with the corresponding author, scrutinizing the methodological and 
analytical integrity of every article. Each study was carefully examined, with particular emphasis placed on 
the methodology section and the analytical approach taken, ensuring the quality appraisal process were robust 
and reliable. 

The MMAT assessed the articles by examining the consistency between the sampling methods used in each 
study and the analyses conducted (comparing non-random sampling and accounting for confounders) (table 3). 
Following this quality appraisal process, all authors concluded that all 21 articles met the minimum quality 
standards concerning methodology and analysis. 

Figure 1. Flow diagram of the systematic search strategies for the SLR
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Table 3. Result of the quality assessment

Study Research Design QA1 QA2 QA3 QA4 QA5 Number of criteria 
fulfilled

Inclusion in 
the review

Wu et al. (2025) QN (DC) Y Y Y Y Y 5/5 Y

Wang et al. (2025) QN (DC) Y Y Y Y Y 5/5 Y

Abdülaliam (2024) QN (DC) Y Y Y N Y 4/5 Y

Bai et al. (2024) QN (DC) Y Y Y Y Y 5/5 Y

Bukhori et al. (2024) QN (DC) Y Y Y Y Y 5/5 Y

Chen et al. (2024) QN (DC) Y N Y Y Y 4/5 Y

Kollo et al. (2024) QN (DC) Y N Y Y Y 4/5 Y

Misra et al. (2024) QN (DC) N N Y Y Y 3/5 Y

Safaria & Ariani (2024) QN (DC) N Y Y Y Y 4/5 Y

Gao et al. (2023) QN (DC) Y Y Y N Y 4/5 Y

Li et al. (2023) QN (DC) Y Y Y N Y 4/5 Y

Noipom et al. (2023) QN (DC) Y Y Y N N 3/5 Y

Tian et al. (2023) QN (DC) Y Y Y Y Y 5/5 Y

Wang et al. (2023) QN (DC) Y Y Y Y Y 5/5 Y

Wu et al. (2023) QN (DC) Y Y Y Y Y 5/5 Y

Choi et al. (2022) QN (DC) Y Y Y C Y 4/5 Y

Jiang et al. (2022) QN (DC) Y N Y N Y 4/5 Y

Li et al. (2022) QN (DC) Y Y Y Y Y 5/5 Y

Liang et al. (2022) QN (DC) Y Y Y Y Y 5/5 Y

Wang & Jiang (2022) QN (DC) Y Y Y N Y 4/5 Y

Zhang et al. (2022) QN (DC) Y Y Y Y Y 5/5 Y

QA=Quality assessment; QN (DC) = Quantitative descriptive; Y = Yes; N = No; C = Cannot tell

Data extraction and analysis
The goal of this review is to identify the reasons why perpetrators engage in cyberbullying. To address this 

research question, the authors conducted a data extraction process to identify factors related to cyberbullying 
incidents as reported in various studies. A qualitative thematic analysis was employed to evaluate the collected 
data, as it is the most appropriate method for integrating diverse research designs.(14) Initially, the authors 
familiarized themselves with the articles’ data through active and repeated readings. The second process 
involved generating initial codes and organizing data at a detailed level. During this phase, the researchers 
carefully examined all selected articles to gather relevant information related to the primary research question. 
They scrutinized the data to identify key findings and insights. The third process is theme generation, where 
the authors employ inductive coding frameworks. An inductive approach to data coding and analysis follows a 
bottom-up strategy that is informed by the data itself.(15) This method allows researchers to derive codes and 
themes directly from the content of the data. 

The authors identified and developed four main themes during their theme-generation process. They then 
reviewed these themes for their suitability. For each theme, the researchers repeated the process to identify 
potential sub-themes, resulting in a total of 14 sub-themes. These themes and sub-themes were presented to 
two experts in qualitative synthesis, who were asked to validate their relevance to the research questions. 
After this evaluation, all four themes and 14 sub-themes were retained as shown in table 4 and figure 2. This 
figure displaying the final thematic map, also showing subthemes within these main themes.

Table 4. Findings

Authors/Themes Individual factors Family engagement Peer affiliation School climate

Sub-themes SK LE MD SC RT SR IC PC PS FC DF VF AE TA

Wu et al. (2025) /

Wang et al. (2025) /

Abdülaliam (2024) / / /

Bai et al. (2024) / /

Bukhori et al. (2024) / /
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Chen et al. (2024) /

Kollo et al. (2024) / / /

Misra et al. (2024) / / /

Safaria & Ariani (2024) / /

Gao et al. (2023) / /

Li et al. (2023) /

Noipom et al. (2023) /

Tian et al. (2023) / / /

Wang et al. (2023) / / /

Wu et al. (2023) /

Choi et al. (2022) / / / /

Jiang et al. (2022) /

Li et al. (2022) / /

Liang et al. (2022) / / /

Wang & Jiang (2022) /

Zhang et al. (2022) / /

SK: Shallow knowledge/social 
skills
LE: Lacks empathy
MD: Moral disengagement
SC: Poor self-control

RT: Retaliation
SR: Stress relief
IC: Incivility
PC: Poor parent-child 
relationship

PS: Poor parent 
supervision
FC: Family conflict
DF: Deviant friends or 
classmates

VF: Virtual friends’ influence
AE: Administration engagement
TA: Teacher affiliations

RESULTS AND DISCUSSION
Background of the selected studies 

This SLR of 21 articles has identified a total of 14 papers conducted their studies in China, three in Indonesia 
while each one in Arab Suadi, India, South Korea and Thailand. Furthermore, the review revealed the research 
design employed, where a total of 21 studies conducted quantitative analyses and no qualitative analyses were 
recorded. A total of six articles were published in both 2022 and 2023 while seven articles were published in 
2024, followed by two articles were published in 2025.

The developed themes
The authors conducted inductive data analysis, mainly focused on identifying the factors of cyberbullying 

incidents conducted by school students, which have been applied and recorded scientifically for the past four 
years. Based on the thematic analysis of the 21 selected articles, the following four main themes were drawn 
out: 1) individual factors, 2) family engagement, 3) peer affiliation, and 4) school climate. These four themes 
further produced 14 sub-themes (figure 2 and table 4).

Based on the results, these four themes and 14 sub-themes answered this review’s central research question, 
“What are the factors or reasons for cyberbullying to happen among school children (6 to 17 years old) based 
on studies in Asian regions?”. The following section elaborates more on the themes and sub-themes identified 
in the 21 selected studies.

Individual factors 
Students with poor interpersonal skills are more likely to be involved in cyberbullying incidents as victims or 

bullies. In this context, education can play a role in helping students develop a sense of social self-efficacy.(16) 

However, if student individually lacks enough moral and knowledge, they might involve in cyberbully aggression. 
The first sub-theme under individual factors was shallow knowledge or social skills of the school children.(17) The 
second sub-theme was related to the student’s lack of empathy, where the students had a lower understanding 
and response to others’ emotions.(18) The third sub-theme is moral disengagement, in which individuals with low 
moral standards can likely engage in immoral behaviors in an easily provoked environment.(18,19,20,21,21)

The fourth sub-theme in individual factors is poor self-control, where self-control and emotional regulation 
are key variables directly influencing constraints against and motivations for delinquent behavior among 
students.(19,22,23,24,25,26,27) The fifth sub-theme is retaliation, where victims do similar bullying acts to the 
perpetrators or other innocent people over the Internet.(19,28) The sixth sub-theme is stress relief, where the 
perpetrator conducts cyberbullying to reduce their distress level.(29,30,31) The final sub-theme in this main theme 
is incivility, where students have low levels of prosocial behavior, which causes them to be more likely to be 
involved in delinquency.(20,29)

 Salud, Ciencia y Tecnología – Serie de Conferencias. 2025; 4:1515  6 



Figure 2. Final thematic map showing final four main themes of the SLR

Family engagement
This theme explained how family relationship with students will affecting their aggression behaviors to other 

people. The first sub-theme relates to the parent-child relationship, where poor relationships between students 
and their parents significantly affect their delinquent behavior.(21,22,24,31,32,33,34,35) The second sub-themed is poor 
parent supervision, where parents have a good relationship with their children but are unable to constantly 
monitor their children’s behavior in the virtual world due to specific reasons.(31,36)

The third sub-theme is family conflict, which revolves around family members’ treatment or the lousy 
environment at home surrounding school students. This situation is due to some children, as victims of family 
incivility, suffering from sarcasm or disregard from their family members, which keeps them from being 
integrated into the family.(18,26,28) 

Peer affiliation
This theme relates to how peers or friends affect school students’ perspectives or behavior. The first sub-

theme describes how deviant friends or classmates influence these students to be involved in cyberbullying.
(21,26,32) The second sub-theme is virtual friends influence, which discusses the effect of peers meeting only in 
online sessions.(21,37) 

School climate
This theme believed in the existence of the effect of the school environment on cyberbullying, where 

research by Bayar and Ucanok(38) suggested the school environment affects aggression in the cyber world. 
The first sub-theme is administration engagement, which focuses on how the leadership and management of 
the school control or intervene in cyberbullying behavior by school students.(17,32,33) The second sub-theme is 
teacher affiliation, which discusses the impact of teacher support on students.(17,32) 
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CONCLUSION
Reducing cyberbullying to zero is nearly impossible, so it is essential to educate youth about its definition, 

contributing factors, and impact. By raising awareness of the prevalence of cyberbullying among school students, 
we hope to decrease the rate of such incidents. Over the past four years, research has shown that individual 
factors—such as limited knowledge, lack of empathy, moral disengagement, poor self-control, and stress—have 
led some students to engage in cyberbullying. However, it is important to recognize that schoolchildren should 
not bear the full blame for their actions. Other influences, including family issues, peer pressure, and school 
climate, must also be taken into account if we want to eliminate the phenomenon of cyberbullying from our 
society. Furthermore, future research should focus on how these identified factors can be addressed to create 
effective interventions against cyberbullying. Such interventions are crucial for ensuring that every student has 
a safe and harmonious environment at school.
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