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ABSTRACT

Introduction: as technology integration in education expands, the need for robust cyber-psychological
protection programs becomes paramount. This study delves into analysing cyber-psychological protection
initiatives within the education system.

Objectives: this research aims to investigate the effectiveness and potential challenges of cyber-psychological
protection programs in educational settings. Focusing on their role in safeguarding participants against online
threats, the study explores limitations hindering their efficacy and prospects for future enhancements.
Method: this paper uses a comprehensive analysis of digital literacy and cybersecurity programs offered
by universities such as Harvard University, Stanford University, the University of Washington, and several
Ukrainian universities. The study was formed based on comparative analysis and content analysis.

Results: the results showed that cyber-psychological protection programs are pivotal in enhancing awareness
among students, educators, and administrative staff regarding potential cyber threats. Moreover, these
programs work towards establishing a cybersecurity culture within educational institutions. The findings
indicate that cyber-psychological protection programs are vital in fostering a secure learning environment.
However, resource constraints and the evolving nature of cyber threats pose significant limitations.
Conclusions: the study recommends exploring external resources, embracing innovative technologies,
fostering collaboration, and establishing standardised measures. Recognising the dynamic landscape of cyber
threats, the conclusions underscore the importance of continual adaptation and collaboration to ensure
effective cyber-psychological protection in education.

Keywords: Cyberpsychology; Online Programs; Cybersecurity Culture; Recommendations.
RESUMEN

Introduccion: a medida que se expande la integracion de la tecnologia en la educacion, la necesidad de
programas solidos de proteccion ciberpsicologica se vuelve primordial. Este estudio profundiza en el analisis
de las iniciativas de proteccion ciberpsicologica dentro del sistema educativo.

Objetivos: el objetivo principal de esta investigacion es investigar la efectividad y los desafios potenciales
de los programas de proteccion ciberpsicolégica en entornos educativos. Centrandose en su papel en
la proteccion de los participantes contra las amenazas en linea, el estudio explora las limitaciones que
obstaculizan su eficacia y las perspectivas de futuras mejoras.

Método: en este articulo se utilizo un analisis exhaustivo de los programas de alfabetizacion digital y
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ciberseguridad ofrecidos por universidades como la Universidad de Harvard, la Universidad de Stanford, la
Universidad de Washington y varias universidades ucranianas. El estudio se formo sobre la base de un analisis
comparativo y un analisis de contenido.

Resultados: los resultados mostraron que los programas de proteccion ciberpsicolégica desempeian un
papel fundamental en la mejora de la conciencia entre los estudiantes, educadores y personal administrativo
sobre las posibles amenazas cibernéticas. Ademas, estos programas trabajan para establecer una cultura de
ciberseguridad dentro de las instituciones educativas.

Conclusiones: en la conclusion, el estudio recomienda explorar recursos externos, adoptar tecnologias
innovadoras, fomentar la colaboracion y establecer medidas estandarizadas. Reconociendo el panorama
dinamico de las amenazas cibernéticas, las conclusiones subrayan la importancia de la adaptacion y la
colaboracion continuas para garantizar una proteccion ciberpsicologica eficaz en la educacion.

Palabras clave: Ciberpsicologia; Programas En Linea; Cultura De Ciberseguridad; Recomendaciones.

INTRODUCTION

In an era marked by the incessant advancement of technology, educational institutions find themselves
at the forefront of a digital revolution. Integrating cutting-edge digital technologies into pedagogical and
administrative practices not only enhances the efficiency of educational processes but also opens up new
avenues for cyber threats.

As the education sector becomes more reliant on digital platforms for myriad activities, the potential
risks associated with cyber threats escalate. Data breaches, ransomware attacks, and unauthorised access to
sensitive information pose significant challenges to the smooth functioning of educational institutions. The
consequences of such incidents extend beyond mere disruptions, affecting the trust and confidence of students,
faculty, and other stakeholders.

The need for robust cybersecurity measures in education goes beyond the mere protection of data; it
encompasses preserving the integrity of academic processes and ensuring privacy for both students and faculty
members. Educational institutions house a wealth of sensitive data, ranging from academic records to financial
information, making them attractive targets for cyber adversaries.

A comprehensive cybersecurity strategy is imperative to create a resilient defence against the ever-evolving
tactics employed by malicious actors in the digital realm. Moreover, recent global events have accelerated the
adoption of remote and online learning, further amplifying the significance of cybersecurity in education. The
shift towards virtual classrooms and digital collaboration tools introduces additional layers of vulnerability that
demand immediate attention.

The urgency of securing online learning environments and protecting the confidentiality of virtual interactions
heightens the relevance of cybersecurity initiatives in education.

This dynamic and evolving landscape underscores the critical need to examine cyber-psychological
protection programs thoroughly. These programs focus on technical aspects and consider the human element
in cybersecurity.

Understanding how individuals interact with digital systems, recognising potential weaknesses in human
behaviour, and implementing strategies to foster a cyber-secure culture are paramount in fortifying educational
institutions against the multifaceted challenges posed by cyber threats. The scholars described some issues.

Korniichuk et al.™ investigated using the case study method in medical education. Through a meta-analysis,
Tsekhmister® evaluated the effectiveness of blended learning in biomedical engineering. Prokopenko® analysed
aspects of the state information policy and its definitions for the future. Krymets® wrote about the nature
of future education through philosophical reflections. Vasylyuk-Zaitseva et al.® discussed the application of
artificial intelligence in the future of Ukrainian education.

Yemelyanova et al.® investigated the educational crisis in today’s information and digital society. Krylova
et al.?” examined the role of social networks in combating gender-based violence. Tsoli® explored teachers’
perceptions of entrepreneurial education before and after implementing a pilot program. Although philosophical
reflections on future education provide insights, researchers could further elaborate on practical implications,
potential hurdles, and alternative perspectives in shaping cyber education and cyber protection of the future.

This scholarly article is dedicated to meticulously examining and evaluating the roles, constraints, and
future trajectories of cyber-psychological protection programs within the educational sector. The objective
is to ascertain the present state of cybersecurity in education and delineate strategies for enhancing
countermeasures against cyber threats within educational establishments. The examination will elucidate
pivotal facets encompassing the judicious use of technology, psychological dimensions of cybersecurity, and
constraints that may impede the optimal functionality of programs within the educational milieu.
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METHOD

The primary goal of this study was to conduct a comprehensive analysis of universities’ digital literacy
and cybersecurity programs, focusing on selected institutions such as Harvard University, Stanford University,
the University of Washington, and the Ukrainian initiative DigiUni. To achieve this goal, the study employs a
qualitative approach.

This study’s universe encompasses a range of institutions and initiatives involved in digital literacy programs.
These organisations should also represent different approaches to developing digital competencies, integrating
new technologies, and addressing cybersecurity issues. The selected universe aims to include both global and
local organisations.

The study used a purposive sampling approach to select institutions and initiatives. The following criteria
were used to select institutions and initiatives:

1. Inclusion of institutions that actively provide resources, courses, and initiatives related to digital
literacy.

2. Inclusion of programs that provide information on modern digital learning technologies

3. Availability of publicly available materials for analysis

4. Inclusion of innovative pedagogical approaches or emerging technologies in their curriculum.

Instruments used to collect data

Several methods and tools were used to collect data, allowing for individual digital literacy programs and
initiatives to be included in the analysis. First, a documentary analysis of publicly available documents, websites,
program descriptions, training materials, presentations and reports was used. Unique invitations were sent to
individual platforms to collect data, indicating that the authors were willing to process data from their sites.
The primary sources were individual university and organization websites, reports on the implementation of
programs available in academic databases or initiative websites and projects posted in the open access.

Statistical processing
1. Harvard University - Digital literacy resource platform

Data analysis: assessed the range of digital literacy resources offered, analysed the target audience and
the diversity of courses provided, and evaluated the pedagogical approaches employed in the digital literacy
programs.

2. Stanford University - Digital Education
Data analysis: explored the variety of online courses and resources available for digital literacy and
investigated the incorporation of emerging technologies in educational materials.

3. University of Washington - Teaching and learning technologies
Data Analysis: examined the structure and content of digital literacy and cybersecurity courses and explored
any collaborations with external organisations or industry partners.

4. DigiUni - Digital University - an Open Ukrainian initiative

Material Source: Information provided by Kyiv National University, named after Taras Shevchenko.

Data Analysis: | reviewed the initiative’s goals and objectives, evaluated the structure of the digital
literacy and cybersecurity programs, and investigated any partnerships with external entities or international
collaborations.

5. NEXT - Digital transformation to support the new generation of workers

Material Source: information related to the NEXT program.

Data Analysis: examined the components of informal extracurricular education within the program and
assessed the potential impact.

6. Unity Initiative by Cormack Consultancy Group
Material Source: Information provided by the Cormack Consultancy Group.
Data Analysis: Evaluated the goals and scope of the Unity Initiative in the education sector.

Content Analysis

Objective: To systematically examine the content and structure of selected universities’ digital literacy and
cybersecurity programs.

Implementation: Analyzed course descriptions and educational materials. Identified key themes, learning
objectives, and pedagogical strategies.
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Programmatic Impact Assessment

Objective: To assess the broader impact of digital literacy and cybersecurity programs on educational
ecosystems.

Implementation: Examined the goals and outcomes of the programs and evaluated their potential influence
on shaping the skills and competencies.

Comparative Analysis

Object: The role of modern programs is based on comparing their perspectives and limitations.
Implementation: Expansion of constraints and prospects for using and implementing these programs is based
on comparative analysis.

RESULTS

Cybersecurity protection programs within the education system are designed to ensure the security and
safeguarding of informational resources and the personal data of students and educational staff in the era
of advanced technologies and digital interaction. These programs encompass various measures to prevent,
detect, and respond to potential threats within the academic information space. A crucial component of
these initiatives includes digital literacy development programs, often based at modern universities. © 10
For instance, Harvard University has developed the Digital Citizenshio+ Resource Platform, a comprehensive
resource designed to cultivate digital literacy (https://dcrp.berkman.harvard.edu/). This platform includes
educational materials and tools for advancing digital skills. Stanford University offers diverse online courses
and resources for digital literacy through the Stanford Digital Learning platform (https://online.stanford.
edu/). The Media Lab Learning Initiative at the Massachusetts Institute of Technology comprises projects and
resources focused on advancing digital literacy and pioneering innovative technologies. Simultaneously, the
University of Washington has initiated the Digital Literacy Initiative, aiming to enhance skills in technology
use and understanding of the digital environment. On a broader scale, the European University has introduced
“DigComp”, a standard for competencies in digital literacy that can serve as a foundation for developing
national-level programs (https://online.stanford.edu/). In Ukraine, a collaborative effort between national and
international universities has given rise to several digital literacy and cybersecurity projects. One prominent
initiative, the “DigiUni - Digital University - an Open Ukrainian Initiative”, is spearheaded by Kyiv National
University, named after Taras Shevchenko. The primary objective of this project is to establish a unified digital
educational ecosystem in Ukraine." This ecosystem aims to deliver continuous, high-quality, inclusive, and
transparent education, regardless of participants’ locations. The project leverages existing digital innovations
in the educational field and adopts a clear paradigm for incorporating future innovations.

This project is international, involving universities from Germany, Spain, France, the Czech Republic, and
Poland. Simultaneously, this project fosters cooperation among Ukrainian universities, including Lviv Ivan
Franko National University, Ukrainian Catholic University, Chernivtsi National University named after Yury
Fedkovich, Sumy State University, National Technical University “Kharkiv Polytechnic University”, Mariupol
State University, Kherson State University, and others.(

Another project under “NEXT - Digital Transformation to Support the New Generation of Workers” envisions
the development of informal extracurricular education focusing on digital skills, soft skills, mental health,
and legal aspects of digitization for students. The project also aims to prepare university faculty to provide
students with qualified trainers for informal learning. Additionally, it involves the creation of innovative
educational resources aligned with the latest trends in digital technologies.™ The initiative strengthens
team collaboration among students through a competition in teamwork projects and digital skills. Advanced
laboratories for metaverse communications are also set to be established in Ukrainian universities as part
of this project. The project is coordinated by the Slovak Technical University in Bratislava, and additional
coordination is provided by Lviv Ivan Franko National University, the National Technical University of Ukraine
“Kyiv Polytechnic Institute named after Igor Sikorsky,” National University “Odesa Polytechnic,” and Cherkasy
State Technological University. Simultaneously, Sumy State University collaborates with the University of
Liverpool (United Kingdom) under the “Unity Initiative” program initiated by the British consulting company
in education, Cormack Consultancy Group. This collaboration, supported by the governments of the UK and
Ukraine, aims to develop long-term cooperation between British and Ukrainian universities and provide urgent
targeted support to Ukrainian universities during both wartime and peacetime. Within the program, Sumy State
University and the University of Liverpool implement a joint project, “Collaboration for the Digitization and
Digital Transformation of Ukraine,” focused on knowledge exchange and collaborative scientific research.("
Currently, numerous programs exist for both students and educators. The table below summarizes their main
directions of activity (See table 1).
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Table 1. The main directions of programs on digital literacy

Aspects

Description

Cybersecurity training

Digital literacy development

Protection of personal data

Network security

Community partnership

Conducting regular training sessions and seminars for students, teaching staff, and administrative
personnel on cybersecurity matters.
Implementing mandatory cybersecurity courses into educational plans and programs. (121314

Providing education to students and teachers on recognizing phishing attacks, viruses, and
other forms of cyber threats.
Utilizing interactive games and simulations to train cybersecurity skills.

Implementing strict policies for the storage and processing of personal data of students and
educators.

Ensuring confidentiality and security of information about students.

Implementing measures to secure the network infrastructure of school systems, including
firewalls, antivirus tools, and other protective measures.

Continuously monitoring and analyzing network activity to detect potential threats.
Collaborating with cybersecurity agencies and law enforcement authorities for information
exchange and support in case of need.

Mechanisms of cyberpsychological protection play an important role for the human psyche: 5.1

1. Decreasing emotional stress. Defense mechanisms help reduce the impact of negative emotions
that can arise from stressful situations. This helps to avoid pain or discomfort.

2. Regulation of self-esteem. In difficult situations, self-esteem can decrease, leading to feelings
of guilt or rejection. Cyberpsychological defense mechanisms help to increase self-esteem, protecting
against negative emotions.

3. Maintaining mental stability. Mechanisms such as displacement, projection, and intellectualization
help to forget past dangerous or stressful situations and maintain a positive mindset.

The overall objective of these programs is to ensure the safety of participants in the educational process
within the online environment and to cultivate a culture of cybersecurity among both students and personnel.
In a rapidly evolving digital landscape, these initiatives aim to equip students and staff with essential skills
and knowledge to navigate the internet securely. By fostering a culture of cybersecurity, these programs seek
to empower individuals to recognize and respond to potential cyber threats, creating a safer educational
environment for everyone involved. Although the effectiveness of the cyber-psychological protection program
in the education system is undeniably valuable, this comprehensive analysis reveals some limitations that
need to be addressed. ™ The figure shows the main limitations on the development of the cyber-psychological
protection program in the system of modern education (figure 1).

Insufficient
Training and
Awareness

Limited Resource
Collaboration constraints

Rapidly
Evolving
Threat
Landscape

Lack of
Standardizati
on

Resistance to
Change

Figure 1. The main limitations on the development of the cyber-psychological protection program in the system of

modern education

The figure demonstrates that a significant limitation is the shortage of resources. Many educational
institutions, especially those with constrained budgets, encounter challenges in allocating sufficient financial
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and human resources to implement and sustain reliable cyber-psychological protection programs. This
limitation impedes the development of comprehensive initiatives, rendering the educational environment
more vulnerable to contemporary cyber threats. However, it is crucial to acknowledge that the cyber threat
landscape is dynamic and continually evolving. Cybercriminals employ sophisticated tactics, and new threats
emerge regularly. Traditional cyber-psychological protection programs may struggle to keep pace with these
rapid changes, complicating the support for consistently high levels of protection.(®'") Continuous efforts
are required to update and adapt programs to effectively address new risks. Another important limitation
is resistance to change. Modern research has demonstrated that resistance to accepting new technologies,
practices, or changes in thinking is a common barrier in educational institutions.®

Overcoming this resistance requires not only effective communication but also the development of
a culture that values and prioritizes cybersecurity. Simultaneously, scientific studies have proven that the
absence of standardized instructions or a universal foundation for cyber-psychological protection programs
can lead to inconsistencies between different educational institutions. In some cases, the effectiveness of
cyber-psychological protection programs is diminished due to inadequate training and awareness initiatives.
Therefore, it is essential not only to implement protective measures but also to ensure that all stakeholders,
including students, educators, and administrative staff, receive continuous and relevant training to stay informed
about evolving threats. Moreover, effective cybersecurity often requires collaboration and information sharing
between educational institutions. On the other hand, limited collaboration can lead to missed opportunities
for learning from each other’s experiences and collectively strengthening cybersecurity measures. Overcoming
these limitations demands a holistic approach that combines technology, policy improvements, and a cultural
shift towards prioritizing cybersecurity in the education system. As cyber threats continue to evolve, overcoming
these challenges will be crucial for creating resilient and adaptive cyber-psychological protection programs.
Therefore, there is a promising solution for each of these challenges. The table summarizes in detail the main
challenges and prospects for the implementation of modern cyber-psychological protection programs in the
education system. The limitation section is divided into “challenges”, which describes the main obstacles, and
“impact”, which describes the importance of this challenge for the development of an effective system for
countering cyber threats. The perspective section consists of “decision” and “impact” (table 2).

Table 2. The main challenges and prospects for the implementation of modern cyber-psychological protection programs in the
education system

Limitations

Resource constraints

Challenge Many educational institutions, particularly those with limited budgets, face challenges
in allocating adequate financial and human resources.
Impact This limitation hinders the development of comprehensive initiatives, making the

educational environment more vulnerable to cyber threats.
Rapidly evolving threat landscape

Challenge The dynamic nature of cyber threats poses a challenge for traditional programs to keep
pace with emerging risks.
Impact Difficulty in maintaining consistently high levels of protection due to the evolving tactics

of cybercriminals.
Resistance to change

Challenge Some stakeholders may resist adopting new cybersecurity measures, hindering program
effectiveness.
Impact Overcoming resistance requires not just effective communication but also a cultural

shift that prioritizes and values cybersecurity.
Lack of standardization

Challenge Absence of standardized guidelines can lead to inconsistencies between educational
institutions.
Impact Varying levels of preparedness and effectiveness across institutions may result in

inadequate protection.
Insufficient training and awareness

Challenge Inadequate training and awareness initiatives can compromise the effectiveness of
cyber-psychological protection programs.
Impact Stakeholders may lack the knowledge needed to recognize and respond to evolving cyber

threats, leaving the educational environment exposed.
Limited collaboration

Challenge Effective cybersecurity often requires collaboration and information sharing among
educational institutions.

https://doi.org/10.56294/sctconf2024.648
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Impact Limited collaboration may result in missed opportunities to learn from each other’s
experiences and collectively strengthen cybersecurity measures.

Prospects

Integration of advanced technologies

Prospect Leveraging technologies like artificial intelligence and machine learning to enhance
program efficiency.

Impact Improved adaptability to evolving cyber threats, ensuring sustained high levels of
protection.

Collaboration and information sharing

Prospect Establishing collaborative networks for information sharing among educational
institutions.

Impact Strengthening collective resilience against cyber threats through shared insights and
experiences.

Continuous training and adaptation

Prospect Emphasizing continuous training and adaptability of programs to address emerging risks.

Impact Ensuring ongoing relevance and effectiveness in the face of evolving cyber threats

Global best practices sharing

Prospect Facilitating the sharing of global best practices in cybersecurity within the education
sector.

Impact Institutions can learn from successful models worldwide, fostering innovation and the

adoption of effective strategies.
Public-private partnerships

Prospect Encouraging partnerships between educational institutions and private cybersecurity
firms.
Impact Access to industry expertise and resources, enhancing the capability to implement state-

of-the-art cybersecurity measures.
Development of cybersecurity standards

Prospect Collaborative efforts to establish standardized cybersecurity standards for educational
institutions.
Impact Providing a clear framework for implementation, ensuring consistency and effectiveness

across diverse educational environments.

Source:®0:2)

In the realities of the deployment of Russian military aggression, schoolchildren and teenagers, their parents
and teachers also need psychological support. In such conditions, individual initiatives, introduced both with
the support of the government and volunteers, and thanks to the international support of global human rights
and medical structures, have demonstrated themselves highly.#

The “Close” (“Poruch” in Ukrainian) project is a psychological support group for teenagers and parents
whose normal lives have been disrupted by the war. Psychologists are ready to provide help both offline and
online, making sure that the experiences of Ukrainian citizens do not become insurmountable traumas for
the rest of their lives. Online meetings will be held on ZOOM, each session is attended by no more than 10
participants and a leading psychologist.?® Participation in groups is free, the time of meetings is agreed with
each participant. During these classes, children will have the opportunity to share their experiences, feel the
support of peers and professionals, and also find ways to support themselves and their loved ones in difficult
times. This is a chance to be part of a community of people who understand and support each other.?¥

“Close” psychologists not only help teenagers, but also support parents. Since parents need to take care
not only of their own mental health and psychological well-being, but also of their children’s condition, the
workload increases significantly. As experts say, in such situations there is no such thing as excessive support.
Adult participants will discuss a variety of topics, including how to support yourself and your loved ones,
managing emotions during difficult times, overcoming pain, finding yourself in new life circumstances, planning
for uncertain times, and finding resources. Importantly, the project involves professional psychologists who
have the skills to help war survivors and those seeking professional training for this important work in these
challenging times.@%

The “Close” project also recognizes the critical importance of cybersecurity in today’s interconnected world.
In the context of providing psychological support for adolescents and parents affected by the consequences of
war, a dedicated focus on cyber protection becomes imperative. Cybersecurity measures will be implemented
to safeguard the online meetings held on ZOOM, ensuring the privacy and confidentiality of participants. The
project organizers are committed to utilizing state-of-the-art technologies and best practices to prevent any
potential cyber threats or unauthorized access during the virtual sessions. Participants will be educated on the
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importance of maintaining online security and practicing responsible digital behavior. Psychologists involved in
the project will provide guidance on protecting personal information, recognizing potential online risks, and
ensuring a secure virtual environment for all participants.?

One of the factors contributing to information security is the application of artificial intelligence
technologies. Artificial intelligence is a prevailing trend embraced by all developed countries worldwide. The
global market for Al-based technological solutions will be divided among competitive nations, complicating the
country’s development in strategically vital sectors of the economy and slowing down its progress. Artificial
intelligence encompasses a set of technological solutions that simulate human cognitive functions and yield
results equivalent to human intellectual activity when performing specific tasks.? The active development of
information technologies underscores the relevance of studying information security issues, namely:

e Threats to information resources, various means, and security measures;
e Barriers to penetration;
e Vulnerable points in the information security system.@®

In general, information security should be understood as the totality of means, methods, and processes
(procedures) that ensure the protection of information assets and, consequently, guarantee the preservation of
efficiency and practical utility in both the technical infrastructure of information systems and the information
stored and processed within such systems.?) The utilization of artificial intelligence in information security
systems gains particular significance and relevance in the spectrum of societal relations. Using artificial
intelligence for cyberpsychological protection programs in the education system can be an effective approach
to ensure the security of users and data (table 3).

Table 3. The utilization of artificial intelligence in cybersecurity

Approach Characteristic

User Behavior Analysis - Utilize machine learning algorithms to analyze typical user behavior patterns.
- Detect anomalies in behavior, such as unknown login attempts or changes in regular
activities.

Email and Message Filtering - Use Al to automatically filter out fraudulent or phishing messages.
- Develop systems that can recognize suspicious attachments or links in emails.

Real-time Threat Detection - Develop systems that identify potential threats and attacks in real-time through the analysis

of network traffic.
- Employ machine learning algorithms to predict and identify new types of attacks.
Training Staff and Students - Create interactive online courses on cybersecurity that leverage Al technologies to simulate
real attack scenarios.
- Utilize chatbots to educate users on avoiding threats and recognizing suspicious activity.

Monitoring Social Media - Use text analysis algorithms to detect negative or threatening messages on social media.
- Respond to psychological aspects identified in texts that may indicate potential issues.
Access Control - Use Al technologies to develop access control systems that automatically adapt to changes

in user behavior.

Source: @

It’s important to consider ethical aspects and data privacy when implementing such systems. Additionally,
the system should be continuously updated to detect and adapt to new threats effectively.? In addressing these
limitations and exploring new prospects, the education system can better navigate the evolving cybersecurity
landscape, fostering a safer and more resilient environment for students, educators, and staff. To sum up,
while cyber-psychological protection programs play a crucial role in fostering a secure digital environment
in education, addressing resource constraints, adapting to the dynamic threat landscape, and overcoming
resistance to change are imperative for sustained effectiveness. Prospects lie in technological integration,
collaboration, and continuous adaptation to ensure robust cybersecurity measures within the education system.

DISCUSSION

The analysis of cyber-psychological protection programs in the education system demonstrated the existence
of a considerable number of online tools for its provision. A variety of functionality makes it possible to widely
use them during cyber-psychological support and protection of students, their parents and teachers. Therefore,
the results of this research confirm the conclusions of Martinez-Ferrer et al.®® that the modern market of
cyberpsychological programs is quite developed.

Moreover it is proved the conception of those scientists who note the further rapid evolution of cyber-
psychological protection, since the digital environment is developing quite dynamically, generating new threats.
Responding to these changes will be an important element for the development and implementation of cyber-
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psychological protection programs in the future.®?

In particular, the results of this study determined that the formation of remote psychological support
tools was influenced by the Russian military invasion. Thanks to him, separate initiatives in cyberspace were
introduced, which became a strong basis for overcoming the negative consequences of the war for students,
their parents and teachers. Therefore, even such offline challenges will require the development of appropriate
programs and platforms for psychological support and accompaniment. Furthermore, the study sheds light on
the unique intersection of geopolitical events and the evolution of cyber-psychological protection tools. 334

The influence of the Russian military invasion became a catalyst for the development of innovative initiatives
in cyberspace, serving as a resilient foundation to address the psychological toll on students, parents, and
teachers affected by the conflict.®53 This underscores the adaptability of cyber-psychological programs
in responding to real-world challenges that extend beyond the digital realm, emphasizing the critical need
for ongoing research and the implementation of tailored programs to navigate the complex landscape of
psychological support during and after offline crises.

On the other hand, Rakhimov®” emphasized the fusion of technology and morality in modern society. This
tendency manifests itself in various important aspects, including the emergence of artificial intelligence as the
basis for a new moral paradigm, the change in morality under the influence of artificial intelligence, and the
balance and autonomy between innovative technological advances and traditional moral principles. Canetti et
al.,® in fact, doubted the possibilities of applying artificial intelligence technologies in education.

The complicated analysis demonstrated that artificial intelligence technologies can have a very practical
effect when organizing psychological support. Therefore, their involvement in the organization and support of
the educational process is quite important and promising.

While some researchers, such as Bui and Pasalich®”, contend that cyber threats may not inflict significant
damage to compromise the immunity of non-combatants, this perspective is met with skepticism. The findings of
the study suggest that the repercussions of prolonged disruptions during conventional warfare provide valuable
insights for extrapolating the potential ripple effects of cyber threats. It is essential to acknowledge the
interconnectedness of digital and physical realms, as the consequences of cyber threats can have far-reaching
implications, influencing not only the digital landscape but also the well-being and resilience of non-combatant
populations. In alignment with the conclusions drawn by Kumar and Tandon,?® there is a growing consensus on
the importance of implementing robust cyber defense programs for non-combatants.

Recognizing the impact of cyber threats beyond military contexts emphasizes the need for comprehensive
strategies to safeguard individuals, educational institutions, and communities at large. Such initiatives are vital
not only for mitigating immediate threats but also for fostering a resilient and secure environment in the face
of evolving cyber challenges.“

However, it is imperative to acknowledge the limitations inherent in the proposed study. The focus on
programmatic impact assessment, while crucial for evaluating goals and outcomes, may fall short in
comprehensively assessing the long-term and multifaceted impacts on educational ecosystems.

The dynamic nature of skills development and competencies over time may not be fully captured by this
assessment. Additionally, the comparative analysis, while informative, may be constrained by its single-
dimensional perspective, potentially overlooking various factors influencing program effectiveness, such as
teaching methodologies, available resources, and contextual adaptations. To address these limitations and
enhance the robustness of future research, there is a need to extend the comparative analysis beyond the
confines of selected universities.

A more inclusive approach involving a diverse set of institutions globally would provide a broader and
more nuanced perspective on the various approaches and effectiveness of digital literacy and cybersecurity
education.

This expanded scope would enable researchers to consider regional nuances, cultural variations, and
resource disparities, ultimately contributing to a more comprehensive understanding of the challenges and
opportunities in promoting cybersecurity education on a global scale.

CONCLUSION

Hence, modern cyberpsychological protection programs emphasize different aspects: digital literacy,
protection of private data and psychological stability and protection of Internet users. These programs play a
crucial role in enhancing cybersecurity and awareness among participants in the educational process.

However, identified limitations such as resource shortages, rapid evolution of cyber threats, resistance
to change, lack of standardization, and insufficient training and awareness cast doubt on the stability and
comprehensiveness of protection in the educational setting.

Thus, these perspectives determine the main recommendations: educational institutions may consider
opportunities to engage external resources, such as partnerships with private cybersecurity firms or participation
in global cybersecurity initiatives.
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In conclusion, despite existing challenges and limitations, recommendations involving the engagement of
external resources, the utilization of advanced technologies, collaboration, and ongoing training can pave the
way for ensuring robust and highly effective cyber-psychological protection in the education system.
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